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By Order of the Police Commissioner 

 
 
POLICY 
 
It is the policy of the Baltimore Police Department (BPD) to utilize technology that aids in conducting 
thorough and complete criminal investigations. The purpose of this policy is to provide guidance on the 
proper use of equipment commonly referred to as a Cell Site Simulator (CSS).  This equipment may be 
utilized by investigators conducting criminal investigations, provided the equipment is used in accordance 
with this policy and with federal and State law.   
 
CORE PRINCIPLES 
 
Professionalism and Accountability. The proper and consistent use of a Cell Site Simulator to track 
the location of a Mobile Device and intercept its communication is an invaluable resource available for 
investigations. BPD members shall document each use of the equipment referenced in this policy. 
 
Data Security. The equipment referenced in this policy is capable of capturing sensitive data. The BPD 
shall ensure the highest level of security is utilized in securing the data captured by this equipment 
provided by the Cell Site Simulator Provider. Data captured by this equipment shall only be used for 
specific criminal investigations. Data captured by this equipment shall not be retained or utilized for the 
purpose of maintaining a database of information to be utilized for random intelligence or enforcement 
efforts. This equipment is not permitted to have any live content.  
 
Data Disposal. All data captured from Mobile Devices not listed on the warrant shall be purged within 
24 hours of collection.  
 
Prohibited Use. No one outside of SAU can contact a cell provider for live locations, historical, pen, or 
wire. Any misuse of a Cell Site Simulator and/or the data captured shall be investigated as a matter of 
misconduct. Any violations of policy or law shall subject a member to disciplinary action. 
 
DEFINITIONS 
 
Cell Site Simulator (CSS) – A device that mimics a cell tower and captures identifying information of 
Mobile Devices in the range of the CSS.  
 
Cell Site Simulator Provider – Company that provides BPD with Cell Site Simulator hardware and 
software.  
 
Mobile Device – Any portable computing device that may have a cellular connection to include cell 

phones, tablets, iPads, and e-readers, etc. that connects to cell towers.  
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Tracking Order – A court order approved by judicial review based on probable cause authorizing the 
use of a Cell Site Simulator and access to cellular records judicially similar to a search and seizure 
warrant. 
 
True Test(ed) Copy – A certified copy of the original Tracking Order that is stamped by an 
administrative judge or their designee.   
 
DIRECTIVES 
 
Standard Utilization 
 
1.  During the course of an investigation, a CSS may be requested to be able to track the location 

of Mobile Devices. A BPD member may utilize a Cell Site Simulator with prior court 
authorization.  

 
Primary Detective 
 
2.  During the course of an investigation, if the Primary Detective determines that utilization of a Cell 

Site Simulator would assist in the investigation, the Primary Detective shall receive authorization 
from a permanent-rank supervisor to obtain approval to apply for a Tracking Order. The detective 
shall document the supervisory approval in their case folder, including the supervisor’s name and 
date of approval.  

 
3.  Upon supervisory approval, the Primary Detective shall: 
 

3.1.  Complete Form 493 (See Appendix A), which can be found in Forms and Reports; 
 

3.2.  Follow the same steps as applying for a search and seizure warrant per Policy 1007, 
Search and Seizure Warrants, when applying for the Tracking Order, but use Form 491 
the Cell Phone GPS Order Template (See Appendix B) instead of Form 187, Application 
and Affidavit for Search and Seizure Warrant Template.   

 
3.3.  The application shall include the required information regarding probable cause, the 

device, and the owner/user as outlined in §1-203.1 of the Criminal Procedure Article. 
 

4.  The Primary Detective shall obtain a Tracking Order for the Mobile Device from a court of 
competent jurisdiction. 

 
5.  Upon approval from a judge and receipt of a True Test Copy of the Tracking Order, the Primary 

Detective shall immediately notify ATT and email a copy of the Tracking Order application, a dated 
True Tested Copy of the Tracking Order, as well as the ATT work order form to 
celltrack@baltimorepolice.org.  
 
5.1.  If the location of the Mobile Device is time sensitive, the Primary Detective should include 

in their email the times they want the device located and, if applicable, the names and 
contact information of anyone who needs to be contacted before location attempts are 
made. 

 
5.2. Include any known intel, such as vehicles and addresses that the target may be using.  
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6.  If the primary detective advises ATT that immediate action will be taken upon location of the 

target, the primary detective will be responsible for ensuring that there are sufficient personnel, 
not including members of ATT, to conduct the actions required and immediately respond. 

 
7.  The Primary Detective shall notify ATT as soon as:  
 

7.1.  Continued surveillance is no longer productive for the case, or  
 
7.2.  If a court grants a 30-day extension of the Tracking Order.  

 
8.  At the completion of ATT investigation, the Primary Detective shall: 
 

8.1  Deliver the Return from the Tracking Order to the signing Judge,  
 
8.2.  Mail a notification letter by using Form 492, the Cell Phone GPS Notification Letter 

template (See Appendix C) to the owner AND user of the Mobile Device ensuring that it 
is delivered within 10 calendar days after the expiration of the Tracking Order, and 

 
NOTE:  The court may order that the application, affidavit, or order be sealed, and that notification 

be delayed for a period of 30 calendar days if it is established by evidence that notice 
should be delayed to preserve the continuation of the investigation. (See §1-203.1 of the 
Criminal Procedure Article). 

 
8.3.  Notify the State’s Attorney’s Office that a Tracking Order was obtained and if the 

equipment was utilized.    
 

9.  Any member outside of the SAU who implements an order circumventing SAU may be subject to 
disciplinary action.   

 
 
Advanced Technical Team (ATT) 
 
10.  ATT’s role is to assist the Primary Detective by providing technical services and is not to take 

control of the investigation. 
 
11.  Upon receipt of a dated and True Tested Copy of a Tracking Order, ATT shall notify the 

appropriate service provider (e.g., Verizon, T-Mobile, etc.) and verify receipt by receiving an 
automated email from the provider.   

 
12.   ATT shall execute the Tracking Order within two business after receipt of the Tracking Order. 

 
13. ATT shall provide the Primary Detective via email notification after each track attempt and 

provide the following as it is delivered from the provider: 
 

13.1. any responsive data; 
 
13.2. documentation received from the service provider; and 
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13.3. whether or not data was found. 
 

14.  ATT shall notify the service provider after the CSS investigation is completed. 
 

15.  ATT shall discontinue surveillance upon notification from the Primary Detective that continued 
surveillance is no longer productive for the case.  
 

Exigent Utilization 
 
16.  In Exigent Circumstances, the immediate use of a CSS in situations such as locating victims (e.g., 

kidnapped persons, vulnerable or suicidal missing persons, etc.) or suspects of serious crimes, 
may be necessary. Under certain very limited and controlled circumstances, members of the BPD 
may utilize a Cell Site Simulator without prior court  authorization to protect the life of an 
individual(s) or assist in the rapid apprehension of a violent criminal. Maryland law limits the 
period of an exigent circumstance to 48 hours. When using the equipment in this manner, the 
primary investigator shall seek permission from the court to authorize the utilization of the 
equipment as soon as practical under the circumstances, and in no case later than the next 
business day.  

  
 16.1. The primary detective shall seek a Tracking Order to continue the exigent use after the 48 

hours have elapsed. 
 
Primary Detective 
 
17. When seeking an exigent circumstance use of a CSS, the Primary Detective shall obtain approval 

from a permanent-rank supervisor to determine if exigent utilization of a Cell Site Simulator is 
appropriate and document the supervisory approval in their case file.  

 
18.  Upon approval from their permanent-rank supervisor, the Primary Detective shall notify ATT, 

request an ATT Exigent Work Order Form, Form 494 (See Appendix D), and email the completed 
form to ATT at celltrack@baltimorepolice.org.  

 
19.  ATT does not grant exigent requests; the service provider does. However, ATT can deny an 

exigent circumstance if the request does not meet the legal requirements for the exemption to the 
order requirement. If an exigent request is denied by ATT or a service provider, the Primary 
Detective may attempt to receive a signed Tracking Order by immediately contacting the on-duty 
judge.  

 
20. The Primary Detective, or another member from their unit, shall be available to assist ATT (e.g. 
 an arrest team for going after a wanted subject or a team to maintain a perimeter if attempting to 
 identify someone inside a home, etc.). 
 
21.  The Primary Detective shall obtain a Tracking Order for the Mobile Device from a court of 
 competent jurisdiction and deliver a dated True Tested Copy to ATT as soon as practical, but no 
 later than next business day. 

 
NOTE: ATT shall implement any authorized Tracking Order utilizing approved Tracking Order 

template or an outside agency’s order that authorizes BPD to assist. However, the 
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detective should follow established court policy as to determine which judge is designated 
to sign these types of orders. 

 
Advanced Technical Team (ATT) 
 
22. Upon receiving an exigent request, ATT shall submit the request to the appropriate service 

provider, detailing information as it appears on the ATT Exigent Form received from the 
requesting primary detective. 

  
 22.1. The primary detective that requests the exigent use shall send ATT an email to

 celltrack@baltimorepolice.org with the actions already taken based on the exigent 
circumstance.  

 
23. If the service provider grants the request, ATT shall coordinate with the primary detective to locate 

the Mobile Device. If the service provider does not grant the request, ATT shall inform the primary 
detective and shall direct them to contact the on-duty judge to maintain a Tracking Order 
immediately. 

 
24. Once the CSS investigation is completed, ATT shall contact the service provider and request that 

live surveillance be terminated. 
 
 
REQUIRED ACTIONS 
 
Data Storage, Retention and Security 
 
Advanced Technical Team 
 
25. Only members of the Advanced Technical Team (ATT) are authorized to use CSS equipment and 

contact cellular service providers for any Tracking Orders pertaining to this policy and exigent 
requests.  

 
26. Members of ATT shall receive appropriate qualifications and training on the use of CSS 

equipment and the contents of this policy.  
 

27. ATT shall purge all data collected by use of the Cell Site Simulators that is not authorized to be 
retained by the Tracking Order. 

 
Information Technology Division 
 
28.  After CSS is utilized, ITD shall maintain, archive, and reproduce (if necessary) any documents or 
 evidence that ATT collects.  
 
Legislative Compliance 
 
29.  Per Maryland Law, ATT shall track the number of times BPD has used CSS technology in the 
 calendar year, and the number of times BPD has used CSS technology under exigent 
 circumstances during that time. This information shall be provided directly to the Office of Police 
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 Commissioner prior to February 1 each year, which is the deadline established by MD law. In 
 addition, this information shall be posted on BPD’s website by February 1 each year. 
 
 
APPENDICES  
 
A.  Form 493, Advanced Technical Team – Work Order Form 
B. Form 491, Cell Phone GPS Order Template 
C.  Form 492, Cell Phone GPS Notification Letter Template 
D.  Form 494, Advance Technical Team – Exigent Work Order Form 
 
 
ASSOCIATED POLICIES 
 
Policy 1007, Search and Seizure Warrants 
 
 
RESCISSION 
 
Rescind Policy 1004, Cell-Site Simulators, dated 22 September 2016. 
 
COMMUNICATION OF POLICY 
 
This Policy is effective on the date listed herein. Each employee is responsible for complying with the 
contents of this policy. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 Policy 1004            CELL SITE SIMULATORS Page 7 of 20 

 

 

Appendix A 
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