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Reason for Procedure 

Institutional data must be protected from unauthorized modification, destruction, or disclosure. 
Functional Owners will assess institutional risks and threats to the data for which they are responsible, 
and accordingly classify its relative sensitivity as Level I (low sensitivity), Level II (moderate sensitivity), or 
Level III (high sensitivity). Unless otherwise classified, institutional data is Level II. Kirkwood personnel 
may not broaden access to institutional data without authorization from the Functional Owner. This 
limitation applies to all means of copying, replicating, or otherwise propagating institutional data. 
 
Institutional data is information that supports the mission and operation of Kirkwood Community 
College. It is a vital asset and is owned by the College. It is likely that some institutional data will be 
distributed among multiple units of the College, as well as occasionally shared with external entities. 
Institutional data is considered essential, and its quality must be ensured to comply with legal, 
regulatory, and administrative requirements. 
 
 

The Procedure 

 

• Permission to access institutional data will only be granted to eligible Kirkwood employees for 
legitimate College purposes. 

• Authorization for access to Level II and Level III institutional data comes from the Functional 
Owner, and should be made through a formal request with signature approval from the 
requestor’s department head. 

• Where access to Level II and Level III institutional data has been authorized, use of such data 
shall be limited to the purpose for which access to the data was granted. 

• Kirkwood employees must report instances in which institutional data is at risk of unauthorized 
modification, disclosure, or destruction. 



 
 

• Functional Owners must ensure that all decisions regarding the collection and use of 
institutional data are in compliance with the law and with Kirkwood policy and procedure. 

• Functional Owners must ensure that appropriate security practices, consistent with the data 
handling requirements in this policy, are used to protect institutional data.  

• Users will respect the confidentiality and privacy of individuals whose records they access, 
observe ethical restrictions that apply to the information they access, and abide by applicable 
laws and policies with respect to accessing, using, or disclosing information. 

 
 

Data Handling Requirements 

Table 1 Data Handling Requirements 

Type of Data LEVEL I 
Low Sensitivity 
 
Public Data 

Level II 
Moderate Sensitivity 
 
Non-Public/Internal 
Data 

Level III 
High Sensitivity 
 
Confidential/Restricted 
Data 

Mailing and Labels on 
Printed Reports 

None May be sent via 
Campus Mail; No labels 
required 

Must be sent via 
Confidential envelope; 
Reports must be 
marked “Confidential” 

Electronic Access No controls Role-based 
authorization 

Individually authorized, 
with a confidentiality 
agreement 

Secondary Use As authorized by 
Functional Owner 

As authorized by 
Functional Owner 

Prohibited 

Physical Data/Media 
Storage 

No special controls Access Controlled area Access controlled and 
monitored area 

External Data Sharing No special controls 
other than for Student 
Lists.  
 
See:  
Use of Student Lists 

As allowed by: 
 
Iowa Open Records 
Law, FERPA restrictions, 
Non-KCC project/study 
participants, or specific 
Kirkwood policy: 
Use of Student Lists 

As allowed by Federal 
regulations; Iowa Open 
Records Law; and 
FERPA restrictions 

Electronic 
Communication 

No special controls Encryption 
recommended for 
external transmission 

Encryption required for 
external transmission 

https://policymanager.kirkwood.edu/docview/?docid=621
https://policymanager.kirkwood.edu/docview/?docid=621


 
 

Type of Data LEVEL I 
Low Sensitivity 
 
Public Data 

Level II 
Moderate Sensitivity 
 
Non-Public/Internal 
Data 

Level III 
High Sensitivity 
 
Confidential/Restricted 
Data 

Data Tracking None None Social Security 
Numbers and Credit 
Cards 

Data Disposal No controls Recycle reports; 
Wipe/erase media 

Shred reports; 
DOD-Level Wipe or 
destruction of 
electronic media 

 
 
 

References 

THIS VIDEO IS REQUIRED VIEWING AS PART OF THIS POLICY.  
PLEASE SELECT THE CONTROL BUTTON ON YOUR KEYBOARD AND CLICK TO OPEN THE LINK: 
 
Keeping Data Secure: Iowa State Law 
DURATION: 4:56 MIN. 
 
 

Definitions 

Functional Owner: THE CABINET MEMBER (OR HIS/HER DESIGNEE) FOR EACH OPERATIONAL UNIT AT KIRKWOOD. 
 
Mailing and Labels on Printed Reports: A REQUIREMENT FOR THE HEADING ON A PRINTED REPORT TO CONTAIN A 

LABEL INDICATING THAT THE INFORMATION IS CONFIDENTIAL, AND/OR A COVER PAGE INDICATING THE INFORMATION IS 

CONFIDENTIAL IS AFFIXED TO REPORTS. 
 
Electronic Access: HOW AUTHORIZATIONS TO INFORMATION IN EACH CLASSIFICATION ARE GRANTED. 
 
Secondary Use: INDICATES WHETHER AN AUTHORIZED USER OF THE INFORMATION MAY REPURPOSE THE INFORMATION 

FOR ANOTHER REASON OR FOR A NEW APPLICATION. 
 
Physical Data/Media Storage: THE PROTECTIONS REQUIRED FOR STORAGE OF PHYSICAL MEDIA THAT CONTAINS THE 

INFORMATION. THIS INCLUDES, BUT IS NOT LIMITED TO WORKSTATIONS, SERVERS, CD/DVD, TAPE, USB FLASH, LAPTOPS, 
AND PDA’S. 
 
External Data Sharing: RESTRICTIONS ON APPROPRIATE SHARING OF THE INFORMATION OUTSIDE KIRKWOOD 

COMMUNITY COLLEGE 
 

https://www.kirkwood.edu/site/vid_player.php?id=7000


 
 
Electronic Communication: REQUIREMENTS FOR THE PROTECTION OF DATA AS TRANSMITTED OVER 

TELECOMMUNICATIONS NETWORKS. 
 
METHODS ALLOWED IN ORDER OF PREFERENCE: 
 

• BUSINESS PARTNER PULLS THE DATA FROM KIRKWOOD SECURED FTP SERVER IN ENCRYPTED FORMAT USING STRONG 

AUTHENTICATION. 

• KIRKWOOD CAN PUSH THE DATA TO BUSINESS PARTNER VIA SECURED FTP IN ENCRYPTED FORMAT USING STRONG 

AUTHENTICATION. 

• KIRKWOOD CAN SEND ENCRYPTED DATA ON CD, DVD, OR TAPE VIA CERTIFIED MAIL. THIS OPTION WOULD NEED 

THE APPROVAL FROM THE EXECUTIVE DIRECTOR, TECHNOLOGY SERVICES OR THE PRESIDENT. 

 
Data Tracking: REQUIREMENTS TO CENTRALLY REPORT THE LOCATION (STORAGE AND USE) OF INFORMATION WITH 

PARTICULAR PRIVACY CONSIDERATIONS. 
 
Data Disposal: REQUIREMENTS FOR THE PROPER DESTRUCTION OR ERASURE OF INFORMATION WHEN DECOMMISSIONED 

(TRANSFER OR SURPLUS), AS OUTLINED IN KIRKWOOD’S COMPUTER DATA AND MEDIA DISPOSAL POLICY. 
 
Auditing: REQUIREMENTS FOR RECORDING AND PRESERVING INFORMATION ACCESSES AND/OR CHANGES, AND WHO 

MAKES THEM. 
 
Mobile Devices: REQUIREMENTS FOR THE PROTECTION OF INFORMATION STORED LOCALLY ON MOBILE DEVICES. THIS 

INCLUDES, BUT IS NOT LIMITED TO LAPTOPS, TABLET COMPUTERS, PDA’S, CELL PHONES, AND USB FLASH DRIVES. 
 
 

Revision Log 

Table 2 Revision Log 

Version Number Date Approved Approved by Description of Change 

1 04/05/2011 Jon Neff, Vice 
President, Technology 
Services 

New procedure 

2 08/27/2019 Cabinet Procedure template 

 


