Kitsap County Sheriff's Office

Records Maintenance and Release

806.1 PURPOSE AND SCOPE
This policy provides guidance on the maintenance and release of office records. Protected
information is separately covered in the Protected Information Policy.

806.2 POLICY
The Kitsap County Sheriff's Office is committed to providing public access to records in a manner
that is consistent with the Washington Public Records Act (RCW 42.56.001 et seq.).

806.3 PUBLIC RECORDS OFFICER
The Sheriff shall designate a Public Records Officer (RCW 42.56.580). The responsibilities of the
Public Records Officer include but are not limited to:

(@) Managing the records management system for the Office, including the retention,
archiving, release and destruction of office public records.

(b) Establishing rules regarding the inspection and copying of office public records as
reasonably necessary for the protection of such records.

1. Rules and procedures for public inspection and copying shall be prominently
displayed and made available to the public for inspection and copying (RCW
42.56.040).

(c) Maintaining and making available for public inspection and copying an index of
documents that provides identifying information of certain documents identified in
RCW 42.56.070 that are maintained by the Office.

(d) Maintaining and updating the office records retention schedule including:
1. Identifying the minimum length of time the Office must keep records.
2. Identifying the office division responsible for the original record.

(e) Identifying records or portions of records that are confidential under state or federal
law and not open for inspection or copying.

(H  Ensuring a current list containing every law that exempts or prohibits disclosure of
specific information or records of the Office is available to the public (RCW 42.56.070).

(g) Establishing rules regarding the processing of subpoenas for the production of
records.

(h)  Ensuring the availability of a current schedule of fees for public records as allowed by
law (RCW 42.56.070; RCW 42.56.120; RCW 42.56.130).

()  Ensuring that the business hours for record inspection or copying are posted on the
office’s website and made known by other means designed to provide the public with
notice (RCW 42.56.090).
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()

Ensuring that the name and contact information of the Public Records Officer is visible
to the public, including the office website and appropriate office publications (RCW
42.56.580).

806.4 PROCESSING REQUESTS FOR PUBLIC RECORDS
Any office member who receives a request for any record shall route the request to the Public
Records Officer or the authorized designee.

806.4.1 REQUESTS FOR RECORDS
The processing of requests for any record is subject to the following:

(@)
(b)

(€)

The Office is not required to create records that do not exist.

When a record contains material with release restrictions and material that is not
subject to release restrictions, the restricted material shall be redacted and the
unrestricted material released.

1.

A copy of the redacted release should be maintained in the case file for proof
of what was actually released and as a place to document the reasons for the
redactions. If the record is audio or video, a copy of the redacted audio/video
release should be maintained in the office-approved media storage system and
a notation should be made in the case file to document the release and the
reasons for the redacted portions.

Requests to inspect or copy records shall be responded to promptly. Within five
business days of receiving the request, one of the following responses shall be made
(RCW 42.56.520):

1.
2.

Providing the record.

Providing the internet address and link of the office website to the specific
records requested.

(@) If the requester natifies the Office that access cannot be obtained through
the internet, then copies of the record shall be provided or the requester
may view the records on the office computer.

Acknowledging the receipt of the request and providing a reasonable estimate
of time the Office will require to respond to the request. Additional time may be
required to respond based upon:

(@) The need to clarify the intent of the request.

(b) The need to locate and assemble the information requested.

(c) Notification to third persons or agencies affected by the request.
(d) Determination whether any of the information requested is exempt.

Acknowledging the receipt of the request and asking the requester for
clarification if the request is not clear and providing the requester a reasonable
estimate of the time that will be needed to respond if the request is not clarified.
If the requester does not respond, and the entire request is unclear, the Office
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need not respond. If only part of the request is unclear, the Office shall respond
to those portions of the request that are clear.

806.4.2 DENIALS

(@)

(b)

The denial shall be accompanied by a written statement that includes the specific
exemption and a brief explanation of how the exemption applies to the withheld record
(RCW 42.56.210).

Requests that are denied are subject to judicial review and the burden of proof is on
the Office to show that the records requested are exempt or prohibited in whole or
part by statute (RCW 42.56.550).

806.5 RELEASE RESTRICTIONS
Examples of release restrictions include:

(@)

(b)

(€)

(d)

(e)

(f)

(9

(h)

Personal identifying information, including an individual’'s photograph; Social Security
and driver identification numbers; name, address, and telephone number; and medical
or disability information that is contained in any driver license record, motor vehicle
record, or any office record, including traffic collision reports, are restricted except as
authorized by the Office, and only when such use or disclosure is permitted or required
by law to carry out a legitimate law enforcement purpose (18 USC § 2721; 18 USC
§ 2722).

Personnel records that contain personal information to the extent that disclosure would
violate privacy rights (RCW 42.56.230; RCW 42.56.250).

Specific intelligence and specific investigative records regarding the discipline of
a member of any profession where nondisclosure is essential for effective law
enforcement or for the protection of any person'’s right to privacy (RCW 42.56.240).

Victim and witness information revealing the identity of persons who file complaints
if disclosure would endanger the person’s life, physical safety, or property (RCW
42.56.240).

Child victim and witness identity information including name, address, recordings, and
photographs (RCW 7.69A.030; RCW 42.56.240).

Concealed pistol license applications or information on the applications unless release
is to law enforcement or corrections agencies under RCW 9.41.070.

Information revealing the specific details of the alleged assault, identity, or contact
information of a child victim of sexual assault who is under age 18. Identifying
information means the child victim's name, address, location, photograph, and in
cases in which the child victim is a relative, stepchild, or stepsibling of the alleged
perpetrator, identification of the relationship between the child and the alleged
perpetrator. Contact information includes phone numbers, email addresses, social
media profiles, and usernames and passwords (RCW 10.97.130; RCW 42.56.240).

Personal identifying information collected relating to local security alarm system
programs and vacation crime watch programs (RCW 42.56.240).
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(i)

()

(k)

()

(m)

(n)

(0)

(P)
(@)

(s)

(t)

Certain criminal history record information as restricted by the Criminal Records
Privacy Act (RCW 10.97.040 et seq.).

Traffic collision reports except for what is authorized by RCW 46.52.080 and RCW
46.52.083.

Preliminary drafts, notes, recommendations, or intra-agency memorandums in which
opinions are expressed, or policies formulated, or recommended (RCW 42.56.280).

Records that are relevant to a controversy (threatened, actual, or completed litigation)
to which the Office is a party but which records would not be available to another party
under the rules of pretrial discovery for causes pending in the superior courts (RCW
42.56.290).

Security records including but not limited to records relating to preparing and
responding to criminal terrorist acts; vulnerability assessments and emergency and
escape plans of secured facilities; information regarding infrastructure and security
of computer and telecommunications networks; system security and emergency
preparedness plans; and as further defined in RCW 42.56.420.

Global positioning system data that indicates the location of a member’s residence or
of a public employee or volunteer (RCW 42.56.240; RCW 42.56.250).

Information contained in a local, regional, or statewide gang database (RCW
42.56.240).

Body worn camera recordings that violate a person's right to privacy (RCW 42.56.240)

Personal identifying information, or information regarding citizenship or immigration
status, of any victim of criminal activity or trafficking who is requesting certification for
a U or T visa, except where allowed by law (RCW 7.98.020).

Personal identifying information about an individual's religious beliefs, practices, or
affiliation (RCW 42.56.235).

Investigative records compiled by the Office regarding possible unfair practices of
discrimination under RCW 49.60.010 et seq. or possible violation of other federal,
state, or local laws or Kitsap County Sheriff's Office internal policies during an active
and ongoing investigation (RCW 42.56.250).

1. Records may be released upon completion of the investigation as allowed under
RCW 42.56.250.

Any other information that may be appropriately denied by Washington law.

806.6 SUBPOENAS AND DISCOVERY REQUESTS

Any member who receives a subpoena duces tecum or discovery request for records should
promptly contact a supervisor and the Public Records Officer for review and processing. While a
subpoena duces tecum may ultimately be subject to compliance, it is not an order from the court
that will automatically require the release of the requested information.
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Generally, discovery requests and subpoenas from criminal defendants and their authorized
representatives (including attorneys) should be referred to the Prosecuting Attorney, Deputy
Prosecuting Attorney or the courts.

All questions regarding compliance with any subpoena duces tecum or discovery request should
be promptly referred to legal counsel for the Office so that a timely response can be prepared.

806.7 EXPUNGEMENT

Expungement orders received by the Office shall be reviewed for appropriate action by the
Public Records Officer. The Public Records Officer shall expunge such records as ordered by
the court. Records may include, but are not limited to, a record of arrest, investigation, detention
or conviction. Once a record is expunged, members shall respond to any inquiry as though the
record did not exist.

806.8 TRAINING

The Public Records Officer shall complete a training program consistent with the Attorney
General’s model rules within 90 days of assuming responsibilities for public records and complete
refresher training as required (RCW 42.56.152).

806.9 SECURITY BREACHES

Members who become aware that any Kitsap County Sheriff's Office system containing personal
information may have been breached should notify the Public Records Officer as soon as
practicable.

The Public Records Officer shall ensure the required notice is given to any resident of this state
whose unsecured personal information is reasonably believed to have been acquired by an
unauthorized person (RCW 42.56.590).

Notice shall be given as soon as reasonably practicable but may be delayed if notification will
impede a criminal investigation.

For the purposes of the notice requirement, personal information includes:

(@ An individual's first name or first initial and last name in combination with any one or
more of the following:

1. Social Security number or the last four digits of the Social Security number
2. Driver license number or Washington identification card number

3. Full account number, credit or debit card number, or any required security code,
access code, or password that would permit access to an individual’s financial
account

4.  Anydata elements listed in RCW 42.56.590 (e.g., date of birth, health insurance
policy number, biometric data, email address, password)
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(b) Any of the data elements listed above without the individual’s first and last name if
the data elements would enable a person to commit identity theft or if encryption,
redaction, or other methods have not safeguarded the data element (RCW 42.56.590).

If the breach reasonably appears to have been made to protected information covered in the
Protected Information Policy, the Public Records Officer should promptly notify the appropriate
member designated to oversee the security of protected information (see the Protected
Information Palicy).
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