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CONFIDENTIAL CITY INFORMATION MR

OREGON Owner: Resources

Note: Terms in bold and italics throughout this policy are defined below. Formatting is applied only the first time each term
appears in this regulation.

POLICY:

Employees must not access, use or disclose sensitive or confidential information or data except in
accordance with City policies, practices, and procedures, and as authorized by state or federal laws or
regulations. Employees with access to confidential information, including but not limited to customer or
employee financial, medical or personal information (including, without limitation, Social Security
numbers), are responsible for the safekeeping and handling of that information to prevent unauthorized
disclosure. Employees who access, use or disclose confidential information contrary to Oregon or
federal laws, for personal use, or for financial gain may be subject to civil or criminal penalties under
those laws, in addition to appropriate disciplinary action for violating this policy.

No records or information including (without limitation) protected medical data, documents, files,
records, computer files or similar materials (except in the ordinary course of performing duties on behalf
of the City) may be removed from our premises without permission from your department director or
designee. Likewise, any material developed by City employees in the performance of their jobs is the
property of the City and may not be used for personal or financial gain.

Additionally, the contents of records or information otherwise obtained in regard to the City’s business
may not be disclosed to anyone except where required for a business purpose or when required by law.
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