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A Few Things to Note:

This session is being recorded.

The recording will be automatically Emailed to all registrants of this session, as soon as it becomes
available.

You can and should download a copy of this presentation from the Handouts section of the
GoToWebinar sidebar.

You can type in your questions any time within the questions field of GoToWebinar
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After this session you will be able to:

»  Set security settings for:

Document Root
Folder
Subfolder
Document

Group

* |dentify how cascading impact folders and documents
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This session assumes you already:

v Know how to create a folder and subfolder
v Know how to create a group

v Know how to upload a document

v Have a basic understanding of folder security and cascading

POWERDMS.COM
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Security at Document Root

I =) Documents }/—
General Content Assignments ESI&VN
edit a1 folders

and documents

~ Add Users Or Groups e
° A
= S - -
v ® 5=z 3
> << w O
v View N Users and Groups
@ Audit
v Edit
« Cascading
©

» Advanced Filters
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Folder Security vs.

Folder
Policy Development | ==
1

v Add Users Or Groups S
& = 8 Customized
v T = i
2338 8 Security for
‘ ' Users and Groups 2 Pending Changes the group
v Audit
# Edit 4 “ Correctional Agency (via Agenc de Policy Toidey-
. s k Policy Development Team (via Documents
| Cascading e .
o ¢ t Policy Develcpment Team
el ‘ Policy Development Team

» Advanced Filters ¢ @ & admin-adminadmin

‘ admin - admin admin (via 7 Folders and Documenis

Don't Forget!

The group has the ability to create and edit their

OWN documents but see ALL documents in this
folder.
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Document Root Security

Document
Root

=] Documents

v Add Users Or Groups

g
S No
‘ z = 8 -
b 285 3 security
=2y o rights
View Users and Groups — g
) Audit
' E;itl \o results. Try adding an item, or adjusting the Advanced Filters!
« Cascading
(2]

» Advanced Filters

Only the Master Administrator can create
documents and folders from the root.
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Designating Folder Security by Group

§ policy

s Advanced Seaich

~ B Documents
» 'mm Archived Documents
» [pm Handbooks

v g Policy Development

» mm Agency Wide Policy

» |mm PostOrders

» mm Probation Policy

» [mm Training Policy
» mm Probation/Parole
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PowerDMS Tip

Recognize that you are in control of everything your groups of users can:
* View (see)
* Audit (run reporting on)
* Edit (modify, add, or remove)

You can and should be strategic and purposeful with what access level you provide to whom.
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Group Settings — Create Privilege

Must check
before your
Create Rights group can
Create a
Users document or

_ — folder!
o

Standards Manuals

Tesis
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Group and User Settings —
Revoke Privilege

Mulitiple ways to

Revoke Create Document Privilege achieve the SAME
goal!

The Create Document privilege is now tied to having edit rights at a folder. To remove

revoke this user's Administrative Privileges and/or remove the edit rights they have /f6|0e‘v:

Privileges This User

1. Navigate to a Folder or a Group. /
« From a Folder select Security Over This Folder. '
« From a Group select Folders under Rights and Assighments.
2. Remove Edit over the folder.

¢/ Administrator Privileges

Edit rights allow a User or Group to create documents and folders within that folder.

inbox 20 New Reports Help

B2 Training Resources

(ST F U S L T S C G T el Security Over This Folder .

- E Documents

Blog

General Membership Documents Certific Policy :
|:__I:_ Sn"\pk = Add Users Of Groups %
Doc Maund inherits this right via the TR T v & £33 3
Prl.ll,lrilEgEE. gmupﬂ' bem ".:':" Ugers And CGroups
o E:l: - TEHT.' Yiew Folder Edn ey A ma tatt

= Bookmark

* Administrator Privileges t




Group Settings — Report Privilege

MUST be checked before a group can generate any reporting on content (policies,

tests, assessments, etc.) or groups/users.

Create Rights

[J Users

[J Documents

[J standards Manuals
[J Tests

[J Surveys

[J Courses

[J Certificates

(] Groups

Reports

Privileges  Folders
R NS

« Add Folders

(] Edit
Cascading

Add (2]

» Filter Folders

Standards Manuals

Assessments

| Sign
[] View

| Audit

| Edit

] ]

(L] Cascading

Courses  Surveys  Tests

Folders

B

B

&=

CIHIU Fuluc) £
f:-hlrld Fdlde; »
Compliance Folde.r-
Container Folder

Departmental Policies

Certificates  Groups  Users
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Privileges  Folders  Documents  Standards Manuals  Assessments  Courses  Surveys

© cascading security applies to both the group and its members. View Example

v Add Groups .S‘
g
h— o
vi® 58z 2
S quw O
OO [J Groups

(] View
(] Audit
% All Users

(] Edit
] & Direct Reports
I3 Cascading

Add (2]

Tests

Certificates

Groups
R —

Users
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PowerDMS Tip

To ensure your groups can create documents or subfolders within any given folder, the group MUST

have TWO security settings established:

1.  Documents must be checked in the group’s create privileges

2. Edit security rights to a folder or subfolder
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Cascading and Folders

General Content Assignments

v Add Users Or Gro )
Gives the

ability to
create
subfolders
and
documents

1 View
Audit
Edit

Security

# Cascading

2

» Ad
Gives the ability to see

documents

»

Cascading

' Users and Groups

-

> > P
2 2 & 3

Multiplies

all documents
and subfolders
in the folder

"view" rightsto |

- Jon Riggs

JonR - Jon Riggs
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PowerDMS Tip

Layering security settings at the folder level allows you to:

1. Specify which subfolders and documents users can access with less effort than
making those settings at the individual subfolder or document.

2. [Easier to manage If you want to make changes!
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Document Security Versus Folder

Security

Edit rights set
to the

document

View
. Audnt
Edit

| Users and Groups

) o ¥ % Policy Development Team

) & ﬁ Probation Users (via Amandsa Bradford folder)
_
s v h Probation Users

/¢ ¢ & admin-adminadmin
¢ @« v & admin-admin admin

¢ @ @ & JonR-Jon Riggs

~

Edit rights
set to the
folder
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You should now be able to:

»  Set security settings for:

Document Root
Folder
Subfolder
Document

Group

* |dentify how cascading impact folders and documents

7






